
Joanne McNabb 
Chief
California Office of Privacy Protection

4/20/11
1



1st in nation, started in 2001 
Our Mission
› “…protect the privacy of individuals’

personal information by identifying 
consumer problems in the privacy area 
and facilitating the development of fair 
information practices.”

› Education and advocacy – not 
enforcement
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Overview of Social Media
Privacy Concerns About Organizational 
Use of Social Media
Addressing Privacy Concerns: Good 
Examples from the Feds
Our Recommended Practices
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Internet-based applications that allow 
the creation and exchange of user-
generated content.

Source: Wikipedia
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3rd-Party Hosted
• Link from your site to 

Facebook, YouTube, 
Twitter, blog, etc.

Internal 
• Host your own 

social media 
service on your site 
for users to 
contribute.

Contribute to 3rd-
Party Hosted
• Employees 

contribute as 
organizational 
representatives.

Contribute to Internal
• Employees 

contribute as 
organizational 
representatives.
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An organization’s use of 
social media can have an 
impact on the privacy of its 
users – customers, citizens, 
the public. 
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Undesired collection of personal 
information by 1st party (your 
organization)
› What are visitors posting on your site?
Collection of personal information by 3rd

parties (site host, advertisers, others)
› What info does the site collect through 

cookies, etc.?
› What info do apps and ads on the site 

collect? 
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Secondary use of personal information 
by 3rd parties  
› How does the social media site use the 

personal info it collects?
› Ditto for apps and advertisers?
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50 most popular web sites installed 3,180 
tracking files on test computer in recent 
WSJ study.
› Average of 64 installed per site, usually with 

no warning.

Source: WSJ, “What They Know,” July-August 2010 10



Data collected allowed compilation of 
personal profiles including 
› age, 
› gender, 
› race, 
› zip, 
› income, 
› marital status, health concerns, recent 

purchases, favorite movies & TV shows…

11Source: WSJ, “What They Know,” July-August 2010



12Source: WSJ, “What They Know,” viewed 4/18/11

n=14,393



Legal requirements for new government 
records
› How does the Public Records Act apply to 

your agency’s records created on a social 
media site?

› How does the Information Practices Act 
apply?

› How does your agency’s record retention 
policy apply?
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Some good examples from 
the federal government.
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If you would like to view a video without the 
use of persistent cookies, a link to download 
the video file is typically provided just below 
the video.
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How the California Office of 
Privacy Protection uses social 
media in a privacy-respectful 
way.
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Respect individual privacy – maximize 
individual control of personal information.
Fair Information Practice Principles

Transparency
Collection Limitation
Purpose Specification
Use Limitation
Individual Participation
Data Quality
Security
Accountability
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Note: Here “users”
refers to the 

organizations – not 
the public. 



1. Clearly identify 
social media pages 
as your 
organization’s.
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2. Don’t request personal info on social 
media sites and discourage the public 
from posting personal information.
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Caution. We 
encourage you 

not to post 
sensitive stuff… The California Office of 

Privacy Protection is a 
government agency, so 
anything you post may 
be subject to the Public 
Records Act…



3. Define your policies on what, if any, 
personal info you will collect from your 
social media sites.
› Not registration information from social 

media site.
› Don’t offer transactions requiring input of 

personal information on social media site.
Redirect visitors to your web site (via link) to 
input personal information.
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4. Define your policies regarding the use of 
personal information collected from your 
social media sites.
› See PRA, IPA use and disclosure limits, record 

retention policy, other state requirements.
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5. Provide a clear 
statement of your 
privacy policies on 
your social media 
sites.
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On the 
Info Page



6. Alert the public when directing them from 
your Web site to social media site.
› Interstitial notice

7. Educate the public about consulting social 
media privacy policies.

8. Train content managers and webmasters in 
your social media privacy policies.
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PRIVACY ALERT!

You are now leaving the California Office of 
Privacy Protection web site, and entering a 
social networking web site.

The California Office of Privacy Protection 
privacy policy does not apply to the social 
networking site. Before entering the new 
site, we encourage you to check its privacy 
policy. You may be able to control how 
your personal information is used by the 
site.



Joanne McNabb, CIPP, CIPP/G, CIPP/IT
Chief
joanne.mcnabb@scsa.ca.gov

Sarah Dalton
Information Officer
sarah.dalton@scsa.ca.gov

www.privacy.ca.gov
866‐785‐9663
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